


Asset and Revenue Protection
Terrorism Section

Definitions
(Also refer to the Policy Definitions at the front of the booklet).

The following definitions apply to this Section and shall keep the same
meaning wherever they appear in the Section, unless an alternative
definition is stated to apply.

Act of Terrorism

Act of persons acting on behalf of or in connection with any organisation
which carries out activities directed towards the overthrowing or
influencing, by force or violence, of Her Majesty’s government in the
United Kingdom or any other government de jure or de facto.

Denial of Service Attack

Any actions or instruction constructed or generated with the ability to
damage, interfere with or otherwise affect the availability of networks,
network services, network connectivity or information systems.

This includes but is not limited to the generation of excess traffic
into the network addresses, the exploitation of systems or network
weaknesses and the generation of excess or non genuine traffic
between or amongst networks.

Excess/Excesses

The amount or amounts shown in Your policy or The Schedule which We
shall deduct from each and every claim at each separate location.

You will repay any such amount paid by us.

Hacking

Unauthorised access to any computer or other equipment, component,
system or item which processes, stores or retrieves data whether the
property of You or not.

Head/Heads of Cover

Any of the following types of direct insurance cover:

1. Buildings and completed structures
2. Other property insured hereunder
3. Business Interruption

4. Book Debts
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Private Individual
Any person other than
1. Acompany, association or partnership

2. Atrustee or body of trustees where insurance is arranged under the
terms of a trust

3. Aperson who owns Residential Property for the purpose of their
business as a sole trader

4. A person who owns Residential Property of which in excess of 20%
of the property is commercially occupied.

Note:

(@) where the Residential Property is occupied by a trustee or a
sole trader as a private residence and where the property is not
a block of flats, each will be deemed to be a Private Individual
in respect of that same property; and

(b)  where two or more persons have arranged insurance on
Residential Property in their several names and/or the name
of the Policyholder includes the name of a bank or a building
society or other financial institution for the purpose of noting
their interest in the property insured, they will be deemed to be
a Private Individual in respect of that property.

Residential Property

1. Private dwelling houses and flats.

2. Household goods and personal effects.

Treasury

The Lords Commissioners of Her Majesty’s Treasury from time to time or
any successor relevant authority.

Virus or Similar Mechanism

Program, code, programming instruction or any set of instructions
intentionally constructed with the ability to damage, interfere with or
otherwise adversely affect computer programs, data, files or operations
whether involving self-replication or not.

This includes but is not limited to trojan horses, worms and logic bombs.
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Injury to Working Partners

We will treat, as an Employee, any working partner or proprietor of
The Business who suffers Bodily Injury

(@ inthe course of The Business during the Period of Insurance
and within the Territorial Limits

and

(b)  caused by the negligence of another working partner, proprietor,
or Employee.

Legal Expenses Arising from Health and

Safety Legislation

We will indemnify You and, at Your request, any director, partner,
proprietor or Employee in respect of

(@) legal fees and expenses in defending proceedings,
including appeals

(b)  prosecution costs awarded against You or any director, partner,
proprietor or Employee arising from any health and safety
inquiry or criminal proceedings in respect of any breach of
health and safety legislation of Great Britain, Northern Ireland,
the Isle of Man or the Channel Islands.

We will not indemnify You

1. unless the proceedings relate to an actual or alleged act
omission or incident committed during the Period of Insurance
within Great Britain, Northern Ireland, the Isle of Man or the
Channel Islands in the course of The Business

2. inrespect of
(@ fines or penalties

(b)  proceedings resulting from any deliberate act or omission
by any party claiming to be indemnified

(c) proceedings relating to the health and safety of any
person other than an Employee

3. ifindemnity is provided by another insurance policy.

Our Right of Recovery

The indemnity is in accordance with the provisions of any law relating
to the compulsory insurance of liability to employees in Great Britain,
Northern Ireland, the Isle of Man or the Channel Islands.

However, You will repay to Us all sums We would not have been liable
to pay but for the provisions of such law.
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Payment for Court Attendance

We will compensate You if, at Our request, any director, partner or
Employee is attending court as a witness in connection with a claim
for which You are entitled to indemnity.

The maximum We will pay is

(@) for each director or partner £250 per day

(b)  for each Employee £150 per day.

Unsatisfied Court Judgements

We will, at Your request, indemnify any Employee or his or her
personal representatives in respect of

(@) damages
(b) costs

unpaid 6 months after the date a judgement for Bodily Injury to
the Employee was obtained against another party resident in Great
Britain Northern Ireland, the Isle of Man, or the Channel Islands.

This indemnity will only apply where
(@) the Bodily Injury was caused
i in the course of The Business
and
i during the Period of Insurance

(b) the judgement was made in a court in Great Britain,
Northern Ireland, the Isle of Man or the Channel Islands

(c) thereis no appeal outstanding.

The judgement will be assigned to Us if We make a payment
under this Clause.
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2B Data Protection

1. We will defend the legal rights of an Insured Person following civil
action taken against the Insured Person for compensation under
Section 13 of the Data Protection Act 1998. (We will also pay any
compensation award made against the Insured Person under Section
13 of the Data Protection Act 1998)

2. We will represent You in appealing against the refusal of the
Information Commissioner to register Your application for registration.
2C  Wrongful Arrest

We will defend Your legal rights following civil action taken against You for
wrongful arrest in respect of an accusation of theft alleged to have been
carried out during the Period of Insurance.

2D Employee Civil Legal Defence

At Your request We will defend the legal rights of an Insured Person (other
than You) if

1. anevent arising from their work as an Insured Person leads
to civil action being taken against them under legislation for
unlawful discrimination

civil action is being taken against them as a trustee of a pension fund
set up for the benefit of Your employees.

2E Statutory Notice

At Your request We will represent the Insured Person in appealing against
the imposition or terms of Statutory Notice issued under legislation
affecting Your Business.

2F Jury Service

We will pay the Attendance Expenses of an Insured Person for jury service.

Provided that

1. inrespect of proceedings under the Health and Safety at Work
etc. Act 1974, the Territorial Limits shall be any place where the
Act applies

2. atthe time of the insured incident, You are registered with the
Information Commissioner in respect of Contingency 2B 1.
2G Disciplinary Hearings

We will represent an Insured Person at a disciplinary hearing that they are
required to attend by a regulatory authority or professional body as a result
of a complaint being brought against them.
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3A Property Protection

We will represent You in any Legal Proceedings for civil action
relating to material property which is owned by You, or for which
You are responsible, following

1. any event which causes or could cause physical damage or loss
to such material property

2. any nuisance or trespass including the eviction of squatters or
any person occupying premises owned by you for which you
are responsible.

We will not indemnify You in respect of any claim relating to
1. acontract entered into by You
2. tenancy disputes
3. goods
(@ intransit
(b) lent or hired out
(c) atpremises You do not occupy unless for
i installation
or @
i use in work to be carried out by You
4. mining subsidence

5. amotor vehicle whilst being driven by an Insured Person.

3B Personal Injury

We will pursue the legal rights of an Insured Person and their family
members, if they are accompanying an Insured Person, following an event
which causes the death of, or bodily injury to them.

We will not provide indemnity in respect of any claim relating to

1. anyiliness or hodily injury which develops gradually or is not caused
by a specific or sudden accident

2. defending the legal rights of an Insured Person or their family
members other than defending a counter claim

3. amotor vehicle whilst being driven by an Insured Person or a
family member.

4A  Tax Protection

We will represent You and negotiate on Your behalf in any appeal
proceedings in respect of a Full Enquiry and/or Aspect Enquiry and/or
Intervention Enquiry carried out by H.M. Revenue and Customs.

The maximum amount We will pay for Aspect Enquiries and/or Intervention
Enquiries in respect of any one claim is £5,000.
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